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Key Lines of Defense Against Synthetic Identity Fraud,
|dentity Theft and Account Takeover

The Evolving Threat Landscape

Customer Onboarding:
Identity Theft and Synthetic
Identity Fraud

- Identity theft exploits stolen, genuine
personally identifiable information (PIl) and
documents to impersonate real individuals.

+ Synthetic identity fraud deliberately blends
real and fabricated attributes to create
scalable, fictitious identities with plausible
and consistent identity data.

+ Synthetic identities often pass onboarding
checks because the fraudster creates the
identity, history and documentation end
to end.

+ The absence of a clear victim in synthetic
identity fraud delays reporting and lets
fraudsters gradually establish credibility.

Post-Account Opening:
Account Takeover (ATO)

+ Attackers compromise credentials via
phishing scams, SIM swaps and
man-in-the-middle techniques.

+  One-time passwords (OTPs) and static
authentication factors are increasingly
ineffective when used alone.

+ Artificial Intelligence (Al) enables automation,
scale and persistence across channels.

Al-Enabled Impersonation
(Across Cross-Lifecycle)

Deepfakes allow attackers to create
synthetic identities at scale and weaponize
them for fraud.

Face swaps, voice cloning and injection attacks
can bypass inadequate liveness checks and
online identity verification systems.

Threat actors increasingly combine Al-
generated media, compromised devices and
behavioral emulation to evade controls.

Why Traditional Verification Fails

Documents and Pll are no longer reliable truth
anchors:

o Stolen identities are backed by
legitimate documents and data

o Fraudsters can generate or obtain
highly convincing documents to
support synthetic identities.

Point-in-time checks cannot detect cross-
session or cross-channel anomalies.

OTP-based controls are vulnerable to SIM
swaps, malware and relay attacks.

Legacy verification was not designed to
detect Al-assisted injection or real-time
impersonation.
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Continuously authenticate the person

Increase attacker costs by enforcing real-time, multi-signal consistency.

Risk-score and distinguish synthetic identity fraud, identity theft and ATO
with dedicated models.

Transition from static verification to adaptive, risk-based authentication across the
customer lifecycle.

Threat Matrix: Detecting and Mitigating Emerging Identity Fraud

Fraud Threat Key Signals How to Mitigate

How to Detect

Synthetic
Identity Fraud

Consistent but artificial PII,
minimal file history,
identity reuse patterns

Al assisted document
checks, device/
identity graphing,
consortium signals

Network analysis,
cross-institution linkage,
risk-based onboarding

Legitimate documents

Biometric and
liveness checks,

Step-up authentication,

session anomalies

Identity Theft with behavioral or device | .~ intelligence, biometric reverification,
inconsistencies b . - continuous monitoring
ehavioral mismatch
Account Behavior change, Behavioral biometrics Adaptive step-up controls,
new device/IP, - . ; ’ real-time intervention,
Takeover session risk scoring

transaction-level checks

Design Principles & Best Practices Call to Action

Assume identity can be convincingly

- Shift left on risk: Detect deepfake and injection forged - design controls accordingly.

attempts during onboarding - not after losses.

Move beyond documents and OTPs

- Adaptive by default: Escalate controls ! 4
as foundational trust signals.

dynamically based on behavior, device and
context.

Layer detection across artifacts,

+ Continuous assurance: Continuously re- behavior, device and network signals

authenticate users based on behavioral

biometrics during high-risk activities.

Continuously test defenses against
evolving deepfake tools.

- Explainable decisions: Support investigations
and help address regulatory scrutiny.

- Shared intelligence: Use consortium and threat-
intelligence feeds to surface emerging attack )
tactics, techniques and procedures (TTPs). X

\

Further Reading

FBI IC3 PSA: Synthetic Identity Fraud;

- Resilience testing: Regularly conduct red-team DHS / HSl Intelligence Bulletin on Fraud Networks;

control operations against Al-enabled attacks. Unmasking Cybercrime: Strengthening Digital Identity

Verification against Deepfakes
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https://www.ic3.gov/PSA/2024/PSA241203
https://content.govdelivery.com/accounts/USDHSICE/bulletins/3fa29da
https://reports.weforum.org/docs/WEF_Unmasking_Cybercrime_Strengthening_Digital_Identity_Verification_against_Deepfakes_2026.pdf
https://reports.weforum.org/docs/WEF_Unmasking_Cybercrime_Strengthening_Digital_Identity_Verification_against_Deepfakes_2026.pdf

